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ANAGED SECURITY

MDR FOR 24/7 TRIAGE, RISK ANALYSIS AND RESPONSE

Observian supports the integration, management, response, and optimization of all

> -

AWS native Cloud Security Services with certified security and engineering “ Pgol Y
professionals. This package is uniquely designed to protect and monitor your ‘ , & ravancea
essential AWS resources, delivered to you as a fully managed service. ; = Consulting
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Program

AWS Public Sector
Partner

Well Architected
iy { Program

Amazon EC2 for

AWS Infrastructure Vulnerability Scanning ‘ Monitor, Triage Security Events indows server

AWS Resource Inventory Visibility Distributed Denial of Service (DDoS) Mitigation

AWS Security Best Practices Monitoring Managed Intrusion Prevention System (IPS)

AWS Compliance Monitoring Managed Detection and Response for AWS Endpoints

24/7 Incident Alerting and Response Managed Web Application Firewall (WAF)

Through 2025, 99% of cloud security failures will be
the customer’s fault.

\ 62% of security threats to public clouds are
62% attributed to AWS Cloud platform misconfigurations
by customers.

\ Two in three (65%) respondants consider cloud security
65% the most important skill for migrating or implementing
cloud infrastructure.
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FOUNDATIONAL NATIVE SECURITY
Control Tower
o:%%—%,‘o Govern your multi-account strategy with Control Tower, providing

o easy integrations for security services, single sign-on,
configuration management, and logging.

Single Sign-On

D
I}!

Extend role-based access to your authentication and
authorization source for easy access to all accounts.

Enterprise Networking

Transit gateways, secure tunnels, VPNSs, private endpoints for
service-to-service communications and Direct Connects.

DATA PROTECTION

Macie

Automatically identify, classify, quantify, and monitor sensitive
internal data.

E‘? KMS + CloudHSM

Encrypt data and easily manage advanced, FIPS-validated
cryptographic key functions.

Secrets Manager

( l% } Store passwords, APl keys, or sensitive configuration values
in @ managed secrets store with granular access control and
comprehensive auditing.
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THREAT DETECTION / MONITORING

Guard Duty

Config, Cloudtrail, DNS & VPC flow logging integrate
deep, cloud-native security monitoring across multiple

accounts, easily deployed with Control Tower.

Pl.,r| Amazon Elasticsearch
I:IL'-—- Ingest, monitor, investigate, and correlate events
from multiple services using Amazon Elasticsearch.

Config
2

Extend AWS Control Tower governance using AWS Config
Conformance Packs.

EDGE PROTECTION

Shield Advanced

Superior DDoS prevention and mitigation directly

from AWS.
WAF
(s
7~ Drop-in web application firewall with extensive

rulesets and customizable protection.

Network Firewall

@ Fully-functional cloud-native firewall with advanced
controls.
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RAPID ONBOARDING

Observian leverages AWS native automation, authentication,
and authorization concepts to allow for rapid onboarding,
secure remote assistance, and automated deployment of
security services all with minimal overhead.

! Frictionless setup

P Scale to hundreds of accounts

? Be up and running within minutes
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